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PROJECT SUMMARY

Overview:

Computing technology has provided modern society with numerous benefits. Many private and public
organizations employ complex information systems (1S) to execute financial transactions, maintain health
records, and control critical infrastructure. Unfortunately, the rapid integration of IS has been met with an
alarming rate of cyber-attacks conducted by malicious hackers using sophisticated exploits. Cybersecurity
experts have appraised the total cost of hacking activities against major entities such as Equifax, Uber,
and Y ahoo! at $450B annually. To combat this societal issue, many organizations have aimed to develop
timely, relevant, and actionable intelligence about emerging threats and key threat actors to enable
effective cybersecurity decisions. This process, also referred to as Cyber Threat Intelligence (CTI) has
quickly emerged as a key aspect of cybersecurity. Despite its value, existing CTI practices have been
criticized as reactive to known exploits, rather than proactive to new and emerging threats from the
hackers themselves. To combat these concerns, CTI experts have suggested proactively examining
emerging exploitsin the vast, international, and rapidly evolving online hacker community. The online
hacker community is an attractive CTI data source as it motivates millions of hackers from the US,

China, Russia, Middle East to share malicious tools and knowledge. Amongst various platforms, hacker
forums offer particularly unique CTI value. Hackers have obtained exploits in forums to execute well-
known breaches. Despite their untapped CTI value, hacker forums posts are unstructured, un-sanitized
text. Existing CTI analytics areill-equipped for these characteristics. Traditional text analytics require
significant extensions to generate valuable CTI.

This CISE Research Initiation Initiative (CRII) proposal, carefully positioned under the Secure and
Trustworthy Cyberspace (SaTC) program, proposes anovel CTI framework designed to collect and
identify emerging threats from a multi-million record hacker forums. At the core of this framework, a
novel computational algorithm called the Diachronic Graph Convolutional Autoencoder (D-GCAE) is
proposed. The D-GCAE, rooted in emerging diachronic linguistics, network science, text mining, and
deep learning methods, aims to deliver critically needed and innovative proactive CTI capabilities for
identifying emerging threats in online hacker forums. This grant will enable five key activities to be
pursued which would not possible otherwise: (1) collection and analysis alarge test-bed of valuable
hacker forum data, (2) training graduate students in advanced CTI analytics, (3) dissemination of research
via high-impact research outlets, (4) integration selected results into highly-visible educational initiatives,
and most importantly (5) results to become an independent researcher.

Intellectual Merit:

The proposed project shows promise in advancing knowledge not only in CTI, but for deep learning,
network analysis, text mining, and social media analytics across numerous disciplines. Deep learning can
be advanced by integrating graph convolutions into other popular architectures. The D-GCAE can help
sociologists gain deeper insights from social networks to test relevant theories. Within text mining, the
Association of Computational Linguistics (ACL) hasrun atext graphs workshop for over a decade. Deep
learning has emerged as a novel approach to solve key issues. Finally, the proposed D-GCAE can be
directly applied in other social media datasets.

Broader | mpacts:

Innovative solutions for salient cybersecurity issues require inter-disciplinary efforts cutting across
private and public sectors. From an academic perspective, this project will enable advanced
research/education opportunities for graduate students, University of South Florida (USF) National
Security Agency Center of Academic Excellence (NSA-CAE) certified courses, and the larger
cybersecurity education community through the 12 universities in the Florida State University System
(SUS). Beyond academia, collaborating with National Cyber Forensics Training Alliance (NCFTA) and
The Society of Policing in Cyberspace (POLCY B) will allow collected data and knowledge of the
proposed research will be widely disseminated to security practitionersin industry and governments.
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CRII: SaTC: Identifying Emerging Threats in the Online Hacker Community for Proactive Cyber
Threat Intelligence: A Diachronic Graph Convolutional Autoencoder Framework

1. INTRODUCTION

Computing technology has provided modern society with numerous benefits. Many private and public
organizations employ complex information systems (IS) to execute financial transactions, maintain health
records, and control critical infrastructure. Unfortunately, the rapid integration of IS has been met with an
alarming rate of cyber-attacks conducted by malicious hackers using sophisticated exploits. Cybersecurity
experts have appraised the total cost of hacktivism, espionage, cyberwarfare, and other hacking activities
against major entities such as Equifax, Uber, and Yahoo! at $450B annually (Graham 2017). To combat
this societal issue, many organizations have aimed to develop timely, relevant, and actionable intelligence
about emerging threats and key threat actors to enable effective cybersecurity decisions. This process, also
referred to as Cyber Threat Intelligence (CTI) has quickly emerged as a key aspect of cybersecurity.

CTl is fundamentally a data-driven procedure. Many organizations collect data from Network Intrusion
Detection/Prevention Systems (NIDS/NIPS), and log files generated from servers, workstations, firewalls,
databases, and other internal network devices. Well-refined analytics such as event correlation, forensics,
anomaly detection, and malware analysis are applied to collected data to generate intelligence about the
exploits used against the networks. Selected intelligence is then disseminated to communities of interest.
Despite the prevalence, maturity, and value of these methods, the data collected and analyzed are past
network events. Thus, derived intelligence is inherently reactive to known exploits, rather than proactive to
new and emerging threats from the hackers themselves. These shortcomings have led CTI professionals
from the acclaimed SANS Institute to note that “most organizations are still reactive to alerts and incidents
instead of proactively seeking out the threats” (Lee and Lee 2017). Consequently, the quantity, severity,
and sophistication of exploits used in cyber-attacks increase annually.

To combat these concerns, CTI experts have suggested for organizations to proactively examining
emerging exploits in the vast, international, and rapidly evolving online hacker community (Bromiley 2016;
Shackleford 2018). The online hacker community is an attractive CTI data source as it motivates millions
of hackers from major geo-political regions (e.g., US, China, Russia, Middle East) to share malicious tools
and knowledge. Four major hacker community platforms exist: forums, DarkNet Marketplaces (DNMs),
Internet-Relay-Chat (IRC) channels, and carding shops (Benjamin et al. 2015). Although each has its
advantages, hacker forums offer particularly unique CTI value. Forums consistently provide metadata
unavailable other hacker community platforms, namely post dates, and contain significantly richer post
content. These characteristics have led to forums becoming the predominant platform for hackers to freely
share and discuss malicious cyber-attack exploits (Samtani et al. 2017). Figure 1 provides an example of a
hacker providing an exploit to hijack a computer’s computing resources to mine Bitcoin, for other hackers
to freely download and use. Such an exploit has become a significant CTI concern (Beek et al. 2018).

Riskware/BitcoinMiner

POSTREPLY &2 | @, Search this tapic. Date when tool was posted | 2 posts = Page 1 of 1
Riskware/BitcoinMiner ]
mw_ Tool available for download

Posts: 16

Joined: Thu Mar 24, 2016 9:37 am
Reputation point: 4

=]

Miner Oday: [ixxp://www.francedreal.com/rds/Factura_PDF.exe

When the machine is idle it spawns a new process. x(:«iSSEz.SXEI"- Description of how tool operates
Payloads attached.

Figure 1. Example of a hacker providing a Bitcoin Miner 0-day exploit for free download

Overall, there are hundreds of forums containing tens of millions of posts made by hundreds of
thousands of hackers. Hackers have obtained exploits in forums to execute well-known breaches. One
notable example is Target, where hackers acquired the BlackPOS malware months before executing the
attack (Kitten 2014). The severity of this event motivates the careful and systematic examination of hacker
forum data to identify emerging exploits. However, hacker forums posts are unstructured, un-sanitized text.
Hackers rapidly evolve their skills; thus, they develop new malware and augment existing exploits with
novel functions. Compounding this issue is the unclear semantics of hacker terminology (e.g., injection can
refer to memory, SQL, or process), and how they shift over time. Existing CTI analytics are ill-equipped
for these unique characteristics. Moreover, text analytics approaches employed in hacker forum literature



require significant extensions to generate valuable CTI. Taken together, these challenges present numerous
challenges for CTI professionals and motivate the development of innovative CTI analytics.

This Computer and Information Science and Engineering (CISE) Research Initiation Initiative (CRII)
proposal, carefully positioned under the Secure and Trustworthy Cyberspace (SaTC) program, proposes a
novel CTI framework designed to collect and identify emerging threats from multi-million record hacker
forums. At the core of this framework, a novel computational algorithm called the Diachronic Graph
Convolutional Autoencoder (D-GCAE) is proposed. The D-GCAE, rooted in emerging diachronic
linguistics, network science, text mining, and deep learning methods, is positioned to deliver critically
needed and innovative proactive CTI capabilities. The resources provided by this grant will enable five key
activities to be pursued which would not possible otherwise: (1) collection and analysis a large test-bed of
valuable hacker forum data, (2) training graduate students in advanced CTI analytics, a significant need in
today’s cybersecurity workforce, (3) dissemination of research via high-impact research outlets, (4)
integration selected results into highly-visible educational initiatives, and most importantly (5) achievement
promising results to become an independent researcher and pursue societally relevant and impactful
research and funding opportunities in the future.

2. BACKGROUND OF HACKER FORUMS: PAST APPROACHES AND KEY CHALLENGES

As noted earlier, forums are the preferred hacker community platform to develop CTI due to their data
richness, scale, and cybersecurity focus. DNMs contain significantly more pornography, weapon, and drugs
than cybersecurity, while carding shops and IRC do not allow hackers to freely share exploits. Despite their
value, collecting forums is a non-trivial task. Many forums employ anti-crawling mechanisms such as
detecting bot-like collection, banning IPs, and CAPTCHA (i.e., human verification). Existing crawlers such
as DARPA MEMEX and Scrapy are not designed to collect such data sources. Consequently, custom
crawlers augmented with anti-crawling countermeasures are required (Benjamin et al. 2015).

Scholars have employed support vector machine (SVM), topic modeling, keyword approaches, and
interviews with subject matter experts (SMEs) to identify exploits in forums (Hutchings and Holt 2014;
Samtani et al. 2016; Zhao et al. 2016). Analysis reveals that hackers freely share exploits such as botnets,
email hacks, exploit kits, keyloggers, web exploits, bank exploits, denial of service (DoS), and many others.
However, only a few studies have gone beyond simply identifying exploits to detecting the overall and
emerging exploit trends (the key goal of this proposal). The prevailing approach is monitoring the frequency
of selected exploit keywords (e.g., “botnet,” “crypter,” “mobile malware” etc.) over a selected time period
(Grisham et al. 2017; Samtani et al. 2016; Samtani et al. 2017; Sapienza et al. 2017). Major cybersecurity
companies monitoring the online hacker community, such as OWL, SurfWatch Labs, or Recorded Future,
also use similar summary statistics when reporting emerging threats.

29 ¢

Using term frequency and keyword-based approaches to identify exploit trends have several limitations.
First, a term’s context is ignored. For example, “injection” can refer to “SQOL” or to “memory.” Thus, results
lack granularity. Second, hackers rapidly expand their exploit lexicon. As a result, new exploit terms can
be overlooked. One example is Mirai, the botnet which executed the 2016 Internet DoS. Although appearing
in the online hacker community months prior to the attack, it remained undetected as CTI experts were
unaware of the new botnet terminology. Finally, term frequencies cannot capture the distance or
relationships of a term with others. Thus, it is unclear how exploit terms evolve in usage over time (i.e.,
semantic shifts). These limitations necessitate an alternative approach to represent hacker forum text and
highly customized novel algorithms to generate deep, relevant, timely, and thus actionable CTL

3. PROPOSED RESEARCH

A novel research framework for identifying emerging threats from hacker forums is proposed. This
framework has four major components: (1) Data Collection, (2) Time-Spell and Text-Graph Construction,
(3) Emerging Threat Detection (D-GCAE), and (4) Evaluations. Each is described in detail in the following

2



sub-sections. Internationally-recognized cybersecurity experts National Cyber-Forensics Training Alliance
(NCFTA), The Society for the Policing of Cyberspace (POLCYB), Cyber Florida have agreed to

collaborate on selected activities.
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Figure 2. Research Framework for Identifying Emerging Hacker Exploits

a. Data Collection: Forum Identification and Obfuscated Crawling

The first stage in any analytics process (CTI or otherwise) is identifying the appropriate data sources
for collection. Three approaches will be used to identify relevant hacker forums: suggestions from
internationally-renowned cybersecurity experts, surface web and Tor search engines, and snowball
identification. Using all three will help ensure a comprehensive, high-quality coverage. Only forums
containing significant amounts of cybersecurity content will be collected. Forums with weapons, drugs, or
pornography will be avoided. In the first strategy, PI Samtani will consult with NCFTA, a major non-profit
organization focusing on the CTI sharing across 700 organizations in the private, public, and academic
sectors, and POLCYB, a law enforcement entity operating at a global scale. Both have agreed in their letters
of collaboration (attached) that they will recommend forums and provide keywords for input (second
strategy) into surface web and Tor search engines. The identified platforms used as “seeds” for the final
strategy: snowball identification. Hackers within these forums often post links to others. These links will
be followed to identify more forums. All three strategies will continue until a comprehensive coverage of
English, Russian, and Middle East forums are identified.

o ——————— e e —————

Forums will be collected with automated web spiders to ensure a comprehensive testbed. Recognizing
that many forums employ anti-crawling measures, crawlers augmented with countermeasures will be
developed. For example, crawling rates will be slowed to mimic human behaviors, HTTP requests and
session cookies will collect more restricted forum pages. Throughout the project, additional
countermeasures will be developed as needed. Although there is an upfront investment to set up the
crawlers, they require minimal human intervention once they are collecting data. Customized parser
programs will parse key data (e.g., post date, exploit post content) into a database. Regularity of collection
to ensure fresh contents will be dictated by NCFTA and POLCYB feedback. Additional details of how this
data will be managed during and after the project are provided in the data management plan. PI Samtani
has nearly a half-decade in leading crawler development and periodic collections to acquire multi-million
record testbeds during his time as lead research associate for Dr. Hsinchun Chen’s highly-successful
Scholarship-for-Service (SFS) and SaTC programs in University of Arizona’s Artificial Intelligence Lab.

b. Time-Spell and Text Graph Construction: Formulation and Descriptive Statistics

The identification of emerging threats requires (1) a dataset to be split into time-spells, and (2) a
representation of the hacker forum exploit texts to support in-depth analytics. Initially, exploit posts (i.e.,
posts with attached exploits) will be grouped into time-spells of three months. This length is consistent with
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the time-frames used in many industry CTI reports. However, the appropriate time-spell length will be
rigorously evaluated and validated based on expert feedback during project execution (see section 4b). With
regards to representing hacker forum text, a novel Graph of Words (GoW) text graph is proposed to alleviate
the issues associated with past keyword-based approaches of identifying emerging threats.

Based in graph theory, text graphs reveal relationships, patterns, and regularities within a corpora not
captured in standard representations (e.g., bag of words) or word embeddings (Nastase et al. 2015). In a
GoW, each word in the corpus is a node. Edges are the relationships between words. For the proposed
project the hacker forum exploit text in each time-spell will be formally denoted as G=(V,E). G will be an
undirected graph, and / the node set, {vi, v2, v3, ... va} of all words appearing in exploit posts in that time-
spell. £ will be edge set, {e1, €, €3, ... en}. Nodes will have an edge if they appear in the same post. The
GoW in each time-spell will build on the previous. To ensure a high-quality text graph, all posts will be
pre-processed by lowercasing text, stripping punctuation, removing stop-words, and stemming. These steps
and formulation will omit general, unrelated discussions while providing a high-quality, granular look at
exploit terms and their relationships. More importantly, it provides access to an array of descriptive statistics
(e.g., centrality measures) to understand overall network dynamics and pinpoint key nodes (i.e., words).

c¢. Emerging Threat Identification
Methodological Background and Foundation: GCNs, Autoencoders, and Diachronic Linguistics
While representing text as a GoW enables the calculation of numerous descriptive statistics not possible
with traditional text models, detailed and comprehensive representations of each node are required to
accurately identify how a word evolves and emerges over time. Deep learning has become the preeminent
approach to learn embeddings (i.e., representations) of nodes within a network. Amongst various options,
Graph Convolutional Networks (GCNs) have become the preferred method to learn embeddings from
graphs for supervised learning tasks (Kipf and Welling 2017). The GCN simulates the convolutions and
pooling operations in a Convolutional Neural Network (CNN) by learning a function f(X, A). X is an NxF
input node feature matrix and A is the NxN adjacency matrix from graph G (N is # of nodes). The GCN
outputs Z, an NxF feature matrix where F is the dimension of output embeddings. f(X, A) employs an
Artificial Neural Network (ANN) layer-wise propagation function: H"*' = ¢(AHOW®). ¢ is an
activation function, A is the adjacency matrix for G, HY is the row-wise embedding of the graph nodes in
the 1th layer, and WY is the a weight parameter matrix. Self-loops are captured (to prevent information
loss) by adding the identity matrix /x to A to form A. A symmetric normalization (to avoid scaling issues)

1 1
is applied with D 2AD "2, where D is the node degree matrix. These adjustments create a generalized GCN
propagation rule, H*! = g(AHOW®). More importantly, they capture a comprehensive set of
information of each node (e.g., network position, connections, etc.). Scholars have used GCNs on text
graphs to achieve state-of-the-art performances in link prediction (Kipf et al. 2017), node (Chen et al. 2018),
document (Yasunaga et al. 2017), and part-of-speech (Demeril 2017) classification. Despite its success,
GCN embeddings are task-specific (i.e., best features for mappings between the input data and pre-specified
output labels in a gold-standard dataset). These embeddings do not generalize to other tasks. This drawback
required adapting GCN operations into an architecture that can create generalized embeddings without a
gold-standard dataset (a resource unavailable in hacker forums). One such architecture is the autoencoder.

The autoencoder is an unsupervised deep learning algorithm that learns a low-dimensional embedding
for a data input (Goodfellow et al. 2016). The autoencoder has three components: the encoder, the
compressed feature vector (i.e., embedding), and decoder. The encoder receives a data feature matrix x as
input and learns a function 4(x) = d(Wx + b). ¢ is the activation function, ¥ is the weight matrix for layer
[ in the encoder, and b is the bias term. Each layer in the encoder takes the input from the previous layer
and reduces its dimensionality. This process continues until a condensed representation (i.e., embedding)
h(x) is reached. h(x) is used as input for the decoder, which learns a function X = o(W*h(x) + b) to
reconstruct the original output. Each layer applies these operations while increasing previous layer’s
dimensionality. This process continues until the output dimensionality matches the original input. The Mean



Squared Error (MSE) between the input x and the reconstructed output X is backpropagated through all
layers to update weights. The bottleneck in the autoencoder with minimal MSE serves as a general,
condensed, latent embedding that can be used in subsequent tasks.

Despite autoencoders show promise in integrating GCN operations, they cannot capture embedding
evolution, shifts, or changes in temporal datasets. While data can be split into time-spells and embeddings
created in each, each time-spell’s embedding space needs alignment to identify how embeddings change
over time. A solution to align embedding spaces has been proposed in diachronic linguistics (i.e., historical
linguistics; study of language over time) literature. A matrix of word embeddings at each time-spell, W(® €
RI* VI where ¢ is the time-spell is constructed (Hamilton et al. 2016). Embedding spaces are aligned
across time-periods while preserving cosine similarities by optimizing the objective function R(®) =
argmingr,_, |[W®Q— WED||; ||-|| denotes the Frobenius norm. Aligning spaces facilitates the
measurement of semantic displacement (i.e., a word’s usage evolution). Semantic displacement identifies
a word’s semantic shift across time-periods by measuring the cosine distance of a word at two time-periods
(i.e., cosine-dist(w;, Wy, p)). Such calculations offer significant value to detect emerging threats.

Proposed Approach: Diachronic Graph Convolutional Autoencoder (D-GCAE)

The aforementioned limitations of GCN’s and autoencoders combined with the power of diachronic
linguistics motivate the development of a novel deep learning approach to generate embeddings from GoW
without a gold-standard dataset and map their shifts over multiple time-spells to identify emerging exploit
trends: the D-GCAE. The D-GCAE has two major components: GCAE and diachronic operations. The
GCAE incorporates custom graph convolutions into the autoencoder to create task-independent (i.e.,
general) embeddings for GoW’s. Figure 3 illustrates GCAEs’ architecture and operations.
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Figure 3. Architecture of the Graph Convolutional Autoencoder (GCAE)

The GCAE receives the NxN adjacency matrix 4 from the GoW G. While GCNs can also account for
nodal attributes part of the input, nodes (i.e., words) in this formulation do not have any features. An NxN
identity matrix / is used in lieu of a feature matrix. After taking 4 and / as input, the GCAE creates a low-
dimensional embedding for each node by extending the standard autoencoder’s encoder computation, h(x)

1 1

= g(Wx + b), to include graph convolutions. The extended encoder is h(x) = 6(D 24D zHW + b). 7 is
the activation function, H is the row-wise embedding of the graph nodes in a layer, W is the weight matrix,
and b is the bias term. While Kipf and Welling (2017), used an alternate adjacency matrix, A, the standard
adjacency matrix 4 will be used. 4 includes I to capture self-loops and prevent information loss. In the
case of GoW, however, self-loops naturally occur; a word may appear in the same post twice. Adding in /
would result in redundant information that can skew the importance of words. Thus, / will be removed.

All other GCN operations will remain the same. Each encoder layer will use the extended layer-wise
propagation rule and reduce the previous layer’s dimensionality until the condensed embedding is reached.



The GCAE decoder will then reconstruct the original input by extending the standard autoencoder decoder
functlon of o(W* (h(x)) + b) (where h(x) is the encoder’s output embedding) to X =

a((D” 2AD 2 )(W (o(D~ ZAD 2HW+ b)) + b)) where o is the activation function, D ZAD 2 is the
symmetric normalization, W* are the weights, and b is the bias. Each layer in the decoder will apply these
operations and also increase the dimensionality of the previous layer. After reaching the input
dimensionality, MSE between the input x and reconstructed output X will be calculated and
backpropagation will adjust GCAE weights as needed. Encoding, decoding, MSE calculation, and
backpropagation will continue until MSE is minimized. Embeddings will be generated and tabulated into
matrix form in each time-spell (i.e., W® € RI*IVI where ¢ is the time-spell). The GCAE will be applied
on each time-spell’s GoW. Figure 4 illustrates the second D-GCAE component: diachronic operations.
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Figure 4. D-Graph Convolutional Autoencoder (D-GCAE) Procedure

The diachronic component of the D-GCAE will perform two tasks: aligns embedding spaces and
computes semantic shifts for emerging threat detection. For the former, embedding spaces across time-
spells will be aligned while retaining cosine similarities by optimizing the objective function R(®) =
argmingrg-; ||W(t) Q- W(Hl)” r. Following alignment, emerging exploit terminology will be
pinpointed by computing the cosine distance of a word’s embedding at across time-periods (i.e., cosine-
dist(w¢, w4 a)). This computation identifies the magnitude and rate of semantic displacements.

a. Preliminary Results: Exploratory Ransomware Case Study

The proposed D-GCAE was applied on one English forum containing 24,933 posts (7,245 exploits)
made by 1,418 hackers between 3/11/2010 and 10/20/2017 to conduct a preliminary exploration of
emerging ransomware. Overall, 235 ransomware exploits were found, with 80-100 being posted quarterly.
Text graphs at each time-spell were constructed, with each building upon the previous. Node and network
level measures identified overall network dynamics. Selected results are summarized in (Table 1).

Category Metric 2010 2011 2012 2013 2014 2015 2016 2017
Forum # of ransomware 7 39 128 155 167 180 224 235
Network # of nodes 334 569 935 1,040 1,109 1,225 1,463 1,511
Level # of edges 27,742 | 36,918 48,017 50,663 53,070 | 60,058 | 69,129 | 70,117
Metrics Graph density 0.499 0.228 0.110 0.094 0.086 0.080 0.065 0.061

Avg. path length 1.501 1.818 1.980 2.008 2.027 2.037 2.060 2.076
Node Level | Minimum degree 10 4 2 2 2 2 2 1
Metrics Maximum degree 220 397 606 681 700 804 1,005 1,038

Average degree 166.12 129.764 102.710 | 97.429 | 95.708 98.054 | 94.503 92.809

Table 1. Topological and Node Level Descriptive Statistics Between 2010-2017

Table 1 reveals insights are not available in standard approaches to identify emerging threats. For
example, the increases of ransomware in 2012 and 2016 coincided with a surge of new nodes (i.e., words)
and decreases in graph density and average path length. This indicates that hackers developed ransomware
with newer terminology and, in-turn, functionalities. Node level statistics reveals that each graph follows a



power law degree distribution. The top five words based on degree centrality (ransomware, name, ransom,
malware, file) point to core ransomware features (e.g., deploying malware, demanding ransom). Deeper
insight into specifically which features have been incorporated over the years to develop new ransomware
is extracted by applying the semantic displacement computations to identify the average amount a word
shifts between time-spells. The top 20 words with the highest average shift are summarized in Table 2.

Rank Word Amount Shifted* Rank Word Amount Shifted*
1 Initiial 1.56378 11 Instal 1.53015
2 Variant 1.55563 12 Host 1.52990
3 Steal 1.55430 13 Vari 1.52902
4 Touch 1.55418 14 Strategi 1.52778
5 Organ 1.54652 15 Case 1.52593
6 Summer 1.53727 16 Financi 1.52273
7 Wolf 1.53707 17 August 1.52201
8 Mine 1.53594 18 Major 1.51968
9 Bitcoin 1.53217 19 Establish 1.51908
10 multicompon | 1.53145 20 infect 1.51857

Table 2. Top Shifted Words Between 2010-2017 (* average shift per time-spell)

Words with the top 20 average shifts relate to specific ransomware functionalities (e.g., “bitcoin” for
payment mechanisms, “steal,” “variant,” “organ” for exploitation). One top word providing actionable
intelligence is “infect,” which appears at rank 20 (shift of 1.51857). “Infect” appeared in various forms in
a total of 19/235 (8.0551%) ransomware postings. Figure 5 provides a representative post from three time
points, 2010, 2014, and 2017, to illustrate how infect’s meaning has shifted.

Original post below.

Infection of system drivers for
% ransomware operations

~ |4—| Step-by-step
operations of the
ransomware

[=="14=| Ransomware name and date

Files infected by the
ransomware

Figure 5. Three representative sample ransomware posts from 2010 (top), 2014 (middle), and 2017 (bottom)
to illustrate how the term “infect” has changed in meaning.

The top post indicates that infect pertained to on injecting DLL’s into the memory address space to
steal driver objects. The VirLock ransomware in the middle post moves beyond infecting memory processes
to causing damage to executables on a victim’s machine and monitor user activities prior to encryption.
Such capabilities can facilitate Advanced Persistent Threat (APT’s). The final post provides Cerber, a strain
which creates and/or modifies files (e.g., “project.ppt”) to infect the victim’s computer. Existing methods
of identifying emerging threats presented cannot reveal these shifts. However, identifying them can provide



valuable tactical leads for CTI professionals (such as those monitoring hospitals, an industry widely
afflicted with ransomware). One use case for the intelligence would be new rules for Security Information
and Event Management (SIEM) systems. SIEM’s are used by many CTI experts to monitor the status of
machines on a network and detect Indicators of Compromise (IoC’s). Using the intelligence provided by
the third post, the SIEM would monitor and quarantine devices if the file names appear on them. While
these preliminary results are promising, significant work is required to apply the D-GCAE in larger forums,
identify multiple exploit trends (e.g., keyloggers), and more importantly, evaluate and validate the results.

4. EVALUATION PLAN: EXTRINSIC EXPERIMENTS AND INTRINSIC EXPERT INPUT
The development of any novel algorithm for a salient application (especially cybersecurity) requires
rigorous evaluation to validate its technical superiority over benchmarks and ensure its practical utility. The
proposed D-GCAE is fundamentally an unsupervised approach to (1) automatically generate word
embeddings and (2) identify the semantic shifts of words. Although possessing significant descriptive
capabilities, this type of framework faces numerous challenges as it pertains to the evaluation of generated
outputs. Unlike other social media data, there is a lack of gold-standard datasets and well-established
evaluation procedures (e.g., competing methods, metrics, etc.). Recognizing these issues, recent word
embedding and diachronic linguistics literature has suggested two evaluation approaches: extrinsic and
intrinsic (Bakarov 2018). Extrinsic evaluations input embeddings into a downstream task (e.g., clustering)
and quantitatively compares performance of the proposed algorithm against benchmarks. Intrinsic
evaluations rely on human judgements of semantic shifts. While extrinsic evaluations are favored within
academia, the proposed research aims to set a solid foundation for attaining future funding which work
closely with industry, law enforcement, and government to make a positive societal impact. As such, a
comprehensive evaluation comprising of rigorous extrinsic experiments to evaluate embedding quality and
intrinsic evaluations from NCFTA and POLCYB to identify accuracy of semantic shifts will be executed.

a. Extrinsic Evaluations: Selected Downstream Tasks and Quantitative Metrics

The definition of an appropriate downstream task is context specific. Within CTL, professionals often
wish to comprehensively understand an exploit’s functions and implementation by examining closely
associated terms (Bromiley 2016; Shackleford 2016). These unique domain characteristics motivate the
main downstream task D-GCAE’s embeddings will be evaluated: k-means clustering. K-means’ use of
distance based metrics when creating groupings is ideal for this research. Identifying the semantic
displacement of a word requires computing the distance a word travels across multiple embedding spaces.
A high quality embedding is needed to ensure accurate distance calculations. This is also true for k-means.
If embeddings are lower quality, then similar entities in the ground truth data will have a higher distance
calculated between them, will be clustered apart, and the overall clustering performance suffers. This
intuition has made k-means a popular approach to evaluating word embedding quality (Zhai et al. 2016).

In the proposed research, panels of cybersecurity experts will annotate data to develop gold-standard
clusters. Inter-rater reliability will be calculated to ensure a high level of concordance between raters. From
this, embeddings from various generated from the proposed method and competing state-of-the-art graph-
based approaches such as LINE, DeepWalk, node2vec, and GraRep and word representation models (e.g.,
word2vec’s skip-gram with negative sampling, continuous bag-of-words). Embeddings will be inputted
into k-means and, when appropriate, other clustering algorithms (e.g., spectral). Clusters will be evaluated
based on Normalized Mutual Information (NMI), homogeneity, completeness, and V-Measure. Statistical
tests will identify significant differences between methods. Benchmarking in this fashion is commonly
accepted practice in computer science and related disciplines. When appropriate, additional downstream
tasks will be selected and used for evaluation, including classification and/or ranking/retrieving.
Classification evaluation metrics will include accuracy, precision, recall, and F1. Information retrieval
metrics will include Normalized Discounted Cumulative Gain and Mean Average Precision. Emerging
literature within relevant conferences/journals will be monitored to identify new methods and metrics.

b. Intrinsic Evaluations: Subject Matter Expert (SME) Input and Feedback



Extrinsic testing is an excellent mechanism for quantitatively evaluating embedding quality. However,
it cannot evaluate two critical aspects of the proposed D-GCAE: validation of emerging threats (e.g.,
semantic shifts) and selection of time-spell length. Both require expert feedback. As such, PI Samtani has
requested the collaboration of NCFTA and POLCYB. Each has initiatives and/or partnerships relevant to
this task. NCFTA runs the Malware and Cyber Threat program, an initiative designed to foster the sharing
of malware across (1) governments: FBI, DHS, CIA, IRS; (2) finance and retail industry: Target, Best Buy,
Citibank, Wells Fargo, and many others. This initiative has allowed them to generate 800+ CTI reports in
the past three years. Selected data/results in the proposed project will be contributed to this initiative to
validate the consistency of the emerging threats with those seen across organizations. For validating the
time-spell lengths, POLCYB’s extensive knowledge of the pace of cyber-crime will be leveraged.
POLCYB’s activities are conducted globally, with partners in India, Europe, North/South America, Africa,
UAE, and Israel. As a result, they have extensive knowledge about the pace at which new exploits emerge
across geo-political regions and can validate the selection of time-spell length.

5. INTEGRATION INTO EDUCATION

The proposed project will advance educational experiences for students through three mechanisms: (1)
hands-on graduate research experience, (2) integration into PI Samtani’s INFOSEC course, and (3) with
the Cyber Florida (formerly known as FC?). Each will provide students excellent hands-on training in
advanced CTI knowledge for placement into government, industry, or academic cybersecurity positions.
Graduate student(s) funded from this project will assist in data collection, analytics, and
positioning/presenting results for selected outlets. Programming, database, and analytics skills valued by
cybersecurity employers will be gained. From a course perspective, PI Samtani will integrate selected
results into the threats and vulnerabilities sections of his INFOSEC class (~150 students per semester).

The final strategy will work with Cyber Florida (letter of collaboration attached). Founded in 2014 and
headquartered at USF, Cyber Florida fosters collaboration across 12 universities in the Florida State
University System (SUS) and provides resources (e.g., cyber range) to enhance cybersecurity education.
Cyber Florida’s efforts have gained significant traction at the national level and was designated a National
Security Agency (NSA) Center for Academic Excellence (CAE) in 2014. Throughout the proposed project,
selected results will be shared via their community forum, a platform which encourages the sharing of
cybersecurity educational materials across the SUS. Similarly, results will be broadly disseminated through
less formal educational channels such as cybersecurity blogs, newsletters, listservs, and workshops. For
example, PI Samtani will use his SFS Alumni status to disseminate results to the 60+ SFS institutions.

6. DISSEMINATION OF RESEARCH: CONFERENCES, JOURNALS, AND DATA SHARING

Three strategies will be used to disseminate the proposed research to communities of interest. First,
work will be presented at relevant cybersecurity and analytics conferences. Academic outlets include IEEE
Intelligence and Security Informatics (ISI) (4,000+ member community), Workshop on Information
Technologies and Systems (WITS) (120+ attendees annually), and Hawaiian International Conference on
Systems Sciences (HICSS) (1,000+ attendees). PI Samtani has served on the program committee,
volunteered, and/or presented at each. From an industry perspective, NCFTA’s, POLCYB’s, and Cyber
Florida’s Annual Conferences each draw 1,000+ attendees from law enforcement, government, and
industry will be used. The second strategy will publish in premier CS/IS journals such as IEEE
TKDE/IS/Computer, ACM TOIS/TMIS, and MISQ. Each has recently published or had special issues on
cybersecurity, deep learning, and GCNs (Hui et al. 2016; Japkowicz and Elovici 2018; Luo et al. 2017).
Thus, the generated research fit their current publishing interests. Finally data and code will be shared
through the NSF-funded AZSecure Data Infrastructure Building Blocks-ISI repository designed to share
dozens of multi-million record security datasets and tools (details in data management plan). Success will
be assessed based on number of publications, citations, presentation attendees, and downloads.
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7. PROPOSED PROJECT TIMELINE (TENTATIVE) FOR PROJECT MANAGEMENT

Activities Year 1 Year 2
Q1 | Q@ | Q@ | o4 Q1 Q2 Q3 Q4

Forum Collection >

D-GCAE Development >

SME Feedback > >

Educational Integration >

CyberFICon 2> | > |

Research Dissemination >

The first half of the first year will be focused on gathering a comprehensive hacker forum testbed.
NCFTA and POLCYB feedback will aide forum identification. In the second half of year one, D-GCAE
will be fully developed. It is expected that results will be drawn during and after this time. The second year
will refine and evaluate D-GCAE through the comprehensive plan listed above. Year 2 is also when selected
results will be disseminated through journals, conferences, DIBBs-ISI and integrated into education.

8. SaTC RELEVANCE AND FOUNDATION FOR FUTURE TRANSFORMATIVE RESEARCH

Since its inception in 2012, the NSF SaTC program supports research that addresses cybersecurity and
privacy. Cutting across multiple CISE divisions and drawing upon numerous technical perspectives, SaTC
project PI’s have made remarkable advances in adversarial data mining, anomaly detection, real-time log
analytics, and many other areas. Apart from the SaTC Hacker Web project (2014 — 2017), however, there
is a lack of projects focusing on CTI from the online hacker community. The proposed project will help
provide a timely solutions for this societally relevant issue. Moreover, it would improve PI Samtani’s
capacity to write successful proposals to support promising future transformative research. Several
promising research findings are anticipated from the proposed research. Each can help set the foundation
for future proposals. First, this research can form the basis of multi-lingual cross-forum diachronic
linguistics to identify the velocity at which new exploits emerge across the globe. Second, D-GCAE’s can
be applied in social network analysis to identify key emerging hackers. Finally, the detection of emerging
exploits can become predictive and forecast future threats. Each has significant promise for the development
of advanced and transformative CTI academic research/education and industry practices. Consequently,
programs such as SaTC TTP, CORE, and EDU can be viable funding opportunities.

9. INTELLECTUAL MERIT

The proposed project shows promise in advancing knowledge not only in CTI, but for deep learning,
network analysis, text mining, and social media analytics across numerous disciplines. Deep learning can
be advanced by integrating graph convolutions into other popular architectures, such as Generative
Adversarial Networks (GANs). The D-GCAE can help sociologists gain deeper insights from social
networks to test relevant theories. Within text mining and natural language processing, the Association of
Computational Linguistics (ACL) has run a text graphs workshop for over a decade. Deep learning has
emerged as a novel representation learning approach to solve key issues. Finally, the proposed D-GCAE
can be directly applied in other social media datasets (e.g., Twitter, Facebook, etc.) to extract new
knowledge and pursue novel inquiries which would have otherwise been unavailable.

10. BROADER IMPACTS

Cybersecurity is a grand societal challenge. Innovative solutions for salient issues require inter-
disciplinary efforts cutting across private and public sectors. This project will have broader impacts as it
aims to involve multiple stakeholders across this breadth. From an academic perspective, this project will
enable advanced research/education opportunities for graduate students, USF NSA CAE certified courses,
and the larger cybersecurity education community (e.g., Florida SUS). PI Samtani will actively work to
ensure that under-represented minorities and women are integrated. Beyond academia, collaborating with
NCFTA and POLCYB will allow collected data and knowledge of the proposed research will be widely
disseminated to security practitioners in industry and governments.
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BUDGET JUSTIFICATION - SAMTANI, USF

Senior Personnel

Year 1

Year 2

$8,333

$8,583

Assistant Professor Sagar Samtani, in the Information Systems and Decision Sciences Department
at University of South Florida (USF), will serve as the Principal Investigator on this project. He
will manage the entire project, which includes supervising two students. He will commit .5
academic months to this project. His reequested salary for year one is $8,333 and year 2 is $8,583.

Other Personnel

Year 1

Year 2

$34,242

$35,270

One doctoral student and one masters degree student will assist with the data analysis. The
doctoral student will commit 12 calendar months to the project (with an FTE of .5) and the
requested salary is $22,152 for year 1 and $22,817 for year 2, which is the agreed-upon rate for
University of South Florida doctoral students. The masters degree student will commit 9 calendar
months to the project (with an FTE of .5) and the requested salary is $12,090 for year 1 and
$12,453 for year 2. When hiring, we recruit from and make special efforts to reach out to the
Hispanic, veteran, and other under-represented student groups (e.g., women; African Americans)
through outreach to university student centers and classes.

Fringe Benefits

Year 1

Year 2

$2,110

$2,175

Dr. Samtani's fringe benefits for year 1 is $2,042 ($8,333 * .19 regular fringe percentage +
$688.58 insurance rate * 12 months * (.5 academic months of efforts/9 academic months). Year 2
is $2,104 ($8,583 * .19 regular fringe percentage + $709.13 insurance rate * 12 months * (.5
academic months of efforts/9 academic months). The doctoral student's regular fringes total is
$44 for year 1, which is .20% of the requested salary ($22,152 * .0020 regular fringe percentage
rate); years 2 is $46 ($22,817 * .0020). The masters student's regular fringes total for year 1 is $24
($12,090 requested salary * .0020 regular percentage rate) and year 2 is $25 ($12,453 request

salarv * .0020).

Travel

Year 1

Year 2

$1,800

$3,200

Dr. Samtani and the doctoral student will travel on this project. During year 1 only Dr. Samtani
will attend one conference and year 2 both will attend a conference. The total travel cost of
$5,000 includes: $2,600 registration fee ($2,000 for the PI + $600 student rate for the doctoral
student); $1,110 for lodging (2 nights at an average rate of $185 for 3 trips); $42 for milage
(.445/mile for 96 miles); $900 for round trip airfare ($300/trip * 3 trips); $102 ground
transportation ($34/roundtrip * 3 trips); $216 for meals [breakfast $36 ($6 * 2 days * 3 trips);
lunch $66 ($11 * 2 days * 3 trips), and dinner $114 ($19 * 2 days * 3 trips)]; and $30 for

incidentals ($10/conference * 3 trips).




BUDGET JUSTIFICATION - SAMTANI, USF

Other Direct Costs

Year 1

Year 2

$16,754

$11,907

Tuition remission totaled $22,261 for two years. Tuition is budgeted at a rate of $431.44 per
semester hour for the doctoral student during year one - covering 24 hours. Year 1 totaled
$10,354 ($431.44 * 24). A 15% tuition inflation rate was added to subsequent year 2 totaling
$11,907. Also, $6,400 is budgeted during year 1 to purchase graphical processing units (GPU)
required for the proposed deep learning-based analytics and a dedicated server to manage the
terabytes of hacker forum data which will be collected throughout the research. A GPU average

cost is $1,200 * 2 = $2,400 and the dedicated server averaged cost is $4,000.

Indirect Costs

Year 1

Year 2

$26,178

$24,368

The Modified Total Direct Costs (MTDC) calculation is used to determine the indirect cost.
USF's negotiated indirect cost rate is 49.5%. The cognizant federal agency is the Department of
Health and Human Services. The indirect cost base for year 1 is $52,885 * .495 = $26,178; year 2

$49,228 * 495 = $24,368.

Total Budget Year 1 Year 2
$174.920 $89.417 $85.503
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Facilities, Equipment and Other Resources

No laboratory work is necessary in order to accomplish the goals set forth in this project. Dr.
Samtani and the graduate students will need a computer and office space in order to conduct the
research.

Laboratory
Not Applicable

Clinical
Not Applicable

Animal
Not Applicable

Computer

University of South Florida provides Dr. Samtani and the graduate students with a desktop
computer. They will use their assigned computing devices for communication purpose. The
computers have a set of licensed software programs.

Office

The University of South Florida also provides Dr. Samtani and the graduate students with office
spaces—where they will conduct the research.

Other Resources

The staff at Florida Center for Cybersecurity, at the University of South Florida, will help
disseminate selected information related to the research via a community forum to other schools
in the Florida State University System. When it is possible, they will also share research
information with industry, academic, and government partners within the Community Outreach
and Engagement channels.

The staff at the National Cyber-Forensics and Training Alliance will serve as subject matter
experts and provide feedback/advice throughout the duration of this project.

Personnel at the Society for the Policing of Cyberspace will participate in discussions via
telephone consultation and provide advice on identification of relevant hacker community
platforms for data collection and evaluate the usefulness of output generated during the research.



Data Management Plan

1. Types of Data, Samples, and Other Materials to Be Produced In the Course Of the
Project
Data
Data will be obtained from online hacker forums by constructing customized web crawlers.
The principal investigator will use his nearly a half-decade in leading crawler development
and periodic collections to acquire multi-million record testbeds during his time as lead
research associate for Dr. Hsinchun Chen’s highly-successful Scholarship-for-Service (SFS)
and Secure and Trustworthy Cyberspace (SaTC) programs in University of Arizona’s
Artificial Intelligence (Al) Lab.

Publications and presentations

It is anticipated that the proposed project will result in published papers and presentations at
conferences, workshops, and other events. Additionally, it is anticipated that educational
materials generated for and CAE courses. PI Samtani is committed to disseminating work,
mentoring students to publish in top-tier journals, and upholding the NSF’s commitment to open
access. PI Samtani will monitor open access journals at the national level. This includes, but is
not limited to, NSF’s open access portal initiative which provides papers’ abstracts and other
metadata, linking to the full-text articles on publishers’ websites. Accepted and published papers
and presentations will be available through the NSF funded Data Infrastructure Building Blocks
for Intelligence and Security Informatics (DIBBs-ISI) portal (http://azsecure-data.org/). This
system is headed by Dr. Hsinchun Chen at the Al Lab and is designed to share multi-million
record datasets and papers for the larger cybersecurity community to download and access for
their research. Accepted and published papers and presentations will be available through the
DIBBs portal, this project’s website, and presentation at conferences and workshops. Regarding
re-use and distribution, publication, publications may be subject to copyright terms and
conditions. As such, archiving will be made online from journal websites. Links will be provided
on the PI’s project website. PI Samtani will also publicize educational materials through Cyber
Florida’s community forum.

2. Standards to Be Used For Data and Metadata Format and Content

The data will be stored in the following formats: HTML and SQL formats. The types of
metadata that will be included are postid, post date, author screen name, post content which
conform to the standards in this field. Institutional data is defined as all data elements
created, maintained, received, or transmitted as a result of business, educational or research
activities of a USF System unit. Institutional Data is the Property of the USF System and is
not "Owned" by Any Individual, Academic, or Business Unit - Data and the meta-data about
that data are business and technical resources owned by the USF System. All employees
must recognize that the proper management of strategic Institutional Data is critical to the
success of the organization. Institutional data in all electronic formats shall be safeguarded
and secured based on recorded and approved requirements and compliance guidelines. These
requirements are determined by the Stewardship Committee Data in conjunction with the
Office of Information Security.


http://azsecure-data.org/

3. Methods and policies for providing access and enabling sharing

Institutional Data and information about that data (meta-data) shall be readily accessible to
all, except where determined to be restricted. When restrictions are made, the appropriate
Stewardship Committee is accountable for defining specific individuals and levels of access
privileges that are to be enabled. The Office of Information Security is responsible for
ensuring the proper implementation of the security controls. Data and code in the DIBBs-ISI
portal may be freely downloaded.

4. Policies and provisions for re-use, re-distribution, and the production of derivatives

All strategic Institutional Data shall be modeled, named, and defined consistently (according
to standards) across the business and academic divisions of the USF System. Every effort
must be made by management to share data across divisions, and not to maintain redundant
data without justification. Stewardship Committees responsible for the data must recognize
the informational needs of downstream processes and academic units that may require said
data.

5. Plans for archiving and Preservation of access

University of South Florida’s data retention rules will be applied Any tools and
documentation produced in the project will be maintained in a concurrent versions system
(CVS), that support bug tracking. Any code developed from this project will be distributed
from one or more open source software (OSS) portals. One such distribution outlet will
include the DIBBs portal. PI Samtani will also aim to resach the broader research community
by including selected code into other OSS portals. These include GitHub (http://github.com/),
SourceForge (http://sourceforge.net/), and Open Source Initiative (http://opensource.org/). PI
Samtani will continuously monitor current NSF guidelines for best practices and advice
about the best portals for ensuring that government agencies and employees are aware of
software and tools.
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July 30, 2018

National Science Foundation CRII Program
2415 Eisenhower Ave.
Alexandria, VA 22314

Dear Dr. Gilinert and Review Team,

As chair of the Information Systems and Decision Sciences (ISDS) Department in the Muma College of
Business at the University of South Florida (USF), it is my pleasure to certify Dr. Sagar Samtani’s
eligibility for the National Science Foundation (NSF) Computer and Information Science and Engineering
(CISE) Research Initiation Initiative (CRII) program. As per the requirements of the CRII solicitation 18-
554, this letter has two sections. The first section certifies Dr. Samtani’s eligibility for NSF CRII, while
the second summarizes how his proposal meets the goals of the CRII program.

CRII Eligibility:

Dr. Samtani joined the ISDS department in August 2018 as a first year tenure-track assistant professor
(currently untenured). He graduated with his Ph.D. under the supervision of Dr. Hsinchun Chen from the
Artificial Intelligence (Al) Lab in the Management Information Systems (MIS) Department at the
University of Arizona (UA) in May 2018 (final defense in March 2018). This is within the five year limit
specified by the solicitation. He has not and will not apply for NSF CAREER within the calendar year of
2018. He also has not yet attained any independent NSF support. Taken together, these characteristics
make him eligible for CRII funding.

Alignment of Proposal with CRII Program Goals:

Dr. Samtani’s proposal, entitled “CRII: SaTC: Identifying Emerging Threats from the Online Hacker
Community for Proactive Cyber Threat Intelligence: A Diachronic Graph Convolutional Autoencoder
Approach,” is well-positioned to make interesting and critically-needed contributions to cybersecurity.
Specifically, this proposal aims to develop advanced, proactive Cyber Threat Intelligence (CTI)
capabilities by (1) identifying and automatically collecting a multi-million record testbed of hacker forum
posts and (2) analyzing the rich textual nature of these posts to identify emerging threats, specifically
malicious hacker exploits (malware), via innovative text graphs, novel deep learning algorithms, and
diachronic linguistics.

Dr. Samtani is an ideal candidate for receiving CRII funds. While new faculty members in our department
are outfitted with state-of-the-art computers and allocated start-up funds (in his case, $17.5K over three
years), his proposed research necessitates additional, specialized resources which can be attained through
the CRII program. Collecting and analyzing (via novel deep learning approaches) a large testbed of
hacker community data requires dedicated, customized servers designed to continuously crawl, store, and
back up terabytes of unique and valuable hacker social media data and Graphical Processing Units
(GPUs) to analyze collected data. More important than these supplies, however, is the time commitment
and allocated graduate student. Both will support and significantly enhance his ability to effectively

DEPARTMENT OF INFORMATION SYSTEMS & DECISION SCIENCES * MUMA COLLEGE OF BUSINESS
University of South Florida ¢ 4202 East Fowler Avenue, CIS 1040 ¢ Tampa FL. 33620-7800
(813) 974-5524 * Fax (813) 974-6749 » www.business.usf.edu
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gather/clean a large corpus of data, implement the proposed algorithms, and disseminate relevant selected
results in a timely fashion. Most importantly, it will enable him to attain promising research results such
that it improves his capacity to write successful proposals in the future.

The lack of CRII funding would prevent him from fully executing the breadth and depth of his proposed
research activities. The lack of these funds would also prevent him from achieving research independence
and pursuing further high-impact and relevant CTI research inquiries of interest to the NSF Secure and
Trustworthy Cyberspace (SaTC) and larger cybersecurity communities. In a domain where hackers
advance their skill-sets at staggering rates, the lack of comprehensive collection capabilities and delays in
analytical processing can have significant societal ramifications.

To summarize, Dr. Samtani meets the CRII eligibility criteria with his graduation date and his current
employment (start date and position). His proposal aims to develop timely and relevant cybersecurity
capabilities and help him establish research independence (a key goal of the CRII program). More
importantly, however, the proposal aligns with NSF’s larger vision of funding transformative research
which advance knowledge and contribute to the achievement of specific societal outcomes.

If you have any further questions or would like additional information, please feel free to contact me.

With best regards,
Mogch_

Manish Agrawal, Ph.D.

Department Head, Information Systems and Decision Sciences (1SDS)
Professor

Email: magrawal@usf.edu

Phone: 813-947-6716
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Florida Center for '
Cybersecurity 5')
at the University of South Florida

August 3,2018

Dr. Sagar Samtani

Assistant Professor, ISDS Department
4202 E. Fowler Ave., CIS 2071
Tampa, FL 33620

Dear Dr. Samtani:

This letter is to state Cyber Florida’s willingness to be an unpaid collaborator in your proposal to the
National Science Foundation (NSF) grant titled, “CRII: SaTC: Identifying Emerging Threats in the
Online Hacker Community for Proactive Cyber Threat Intelligence: A Diachronic Graph Convolutional
Autoencoder Framework.” Should the proposal be funded, Cyber Florida will:

e Help disseminate selected results via our community forum to other schools in the Florida State
University Systems for possible integration into cybersecurity curriculums

e Share, when possible, selected research results to industry, academic, and government partners
through our Community Outreach and Engagement channels.

As you know, Cyber Florida’s mission is to make Florida the leading Cyber State within the US. The
goals of your proposal and the foundation this funding will provide for your future research agenda are in
line with Cyber Florida’s mission. Thus, it is our pleasure in helping you achieve your goal of attaining
research independence. We look forward to your future success!

Please feel free to reach out to me or my team if you need any additional information.

Sincerely,

A

Sri Sridharan
Director, Florida Center for Cybersecurity (Cyber Florida)

sris@usf.edu

Florida Center for Cybersecurity
4202 East Fowler Avenue, ISA 7020 - Tampa, Florida 33620-7120
(813) 974-2604 - FAX (813) 974-5580
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NATIONAL CYBER-FORENSICS AND TRAINING ALLIANCE

July 30, 2018

Dr. Sagar Samtani

Assistant Professor, ISDS Department
4202 E. Fowler Ave., CIS 2071
Tampa, FL 33620

Dear Dr. Samtani:

We are very pleased to continue our collaboration with you as you make the transition
from a Ph.D. student at the University of Arizona to an Assistant Professor at the
University of South Florida. We acknowledge that we are included as an unpaid
collaborator in your proposal to the National Science Foundation, “CRII: SaTC:
Identifying Emerging Threats in the Online Hacker Community for Proactive Cyber
Threat Intelligence: A Diachronic Graph Convolutional Autoencoder Framework.”

The National Cyber-Forensics & Training Alliance (NCFTA) is committed to serving as
an SME and providing feedback and advice throughout the duration of this project. As
described in the proposal’s project description, our role as will include the following:

e Having you work with our malware team to integrate selected hacker community
tools and malware into our Malware Analysis Portal (MAP)
Helping to identify relevant hacker community platforms of interest
Soliciting feedback and disseminate selected results through our partner network

As you are very well familiar, NCFTA is a 501c3 nonprofit organization which
specializes in real time information sharing on cyber threats between industry and law
enforcement partners. NCFTA’s industry partner base represents over 140 of the most
impactful global brands across financial, manufacturing, retail, technology, and
pharmaceutical industries. The proposed project will provide immediate benefit back to
NCFTA'’s global partners both in industry and law enforcement.

Ultimately, NCFTA is willing to work with you on this project because we believe it has
the potential to help transform our analytical work, enabling us to gain key insights of
emerging threats in cyberspace faster, more readily, and more accurately. We also
assume that, as you achieve research independence, you will continue to pursue grant
funding in the future with NCFTA involvement.

Let me know if you need additional information.
Sincerely,

LT

Matt aVlgna
CEOQO and Presid¢nt,

mlavigna@ncfta:riet
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July 30, 2018

Dr. Sagar Samtani

Assistant Professor, ISDS Department
4202 E. Fowler Ave., CIS 2071
Tampa, FL 33620

Dear Dr. Samtani:

This letter is to state my willingness to be an unpaid collaborator in your
proposal to the National Science Foundation (NSF), “CRII: SaTC:
Identifying Emerging Threats in the Online Hacker Community for
Proactive Cyber Threat Intelligence: A Diachronic Graph Convolutional
Autoencoder Framework.”

Please note that, due to the limited resources of our not-for-profit
organization, contribution from The Society for the Policing of
Cyberspace (POLCYB) will be limited to the confines of POLCYB’s
available resources at the time of consultation.

Should the proposal be funded, we, The Society for the Policing of
Cyberspace (POLCYB), will participate in discussions via telephone
consultation with you on the following:

e Provide advice on identification of relevant hacker community
platforms for data collection

o Evaluate the usefulness of generated research outputs (i.e.,
validation of emerging threat detection).

POLCYB would also consider disseminating selected research results to
our partners as our Board of Directors see fit.

It is our pleasure to assist you in your goal of attaining research
independence. As you are well aware, POLCYB is a not-for-profit
Canadian organization with a large, international network of
professional partners in the public and private sectors. POLCYB’s goal
focuses on sharing information and best practices on cybercrime
prevention, detection, and/or response. One of the key issues we focus
on is identifying emerging trends and threats in cybercrime. Your
overall proposal goal and future research agenda align well with
POLCYB’s mission.

Should you need further information, please feel free to contact me via
email at bessie-pang@polcyb.org .

Sincerely,

e

Bessie Pang
Executive Director, (POLCYB)
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