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Abstract— Cybersecurity is a problem of growing
relevance that impacts all facets of society. As a result,
many researchers have become interested in studying
cybercriminals and online hacker communities in order to
develop more effective cyber defenses. In particular,
analysis of hacker community contents may reveal existing
and emerging threats that pose great risk to individuals,
businesses, and government. Thus, we are interested in
developing an automated methodology for identifying
identify tangible and verifiable evidence of potential
threats within hacker forums, IRC channels, and carding
shops. To identify threats, we couple machine learning
methodology with information retrieval techniques. Our
approach allows us to distill potential threats from the
entirety of collected hacker contents. We present several
examples of identified threats found through our analysis
techniques. Results suggest that hacker communities can
be analyzed to aid in cyber threat detection, thus providing
promising direction for future work.
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I. INTRODUCTION

Over the past decade a growing amount of critical
infrastructures have begun to rely on computer and
information technologies in order to meet increasingly
complex demands. While use of technology has helped
achieve more advanced capabilities within infrastructure, an
unfortunate consequence is that many of such systems are
facing growing exposure and risk to cyber-attack. To further
exacerbate the issue, advancing technologies are enabling
hackers to commit cybercrime at a much greater scale now
than in the past. The sheer number of emerging security
threats necessitates further research and development for
mitigating risk and exposure to vulnerabilities. As a result,
researchers and practitioners have taken an increased interest
in advancing current cybersecurity capabilities.

Traditional research in the security domain has often
focused on improving security built directly into computing
and networking. Often times this stream of research focuses
scrutiny on vulnerabilities at the protocol and system levels,
where incremental advancements can be made in order to
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thwart existing security threats. Conversely, very little work
has been done to go beyond technological issues and instead
focus investigation on the human element behind cybercrime.
For example, much is unknown concerning hacker behaviors,
the cybercriminal supply chain, underground hacker
communities, etc. Specifically, the development of methods to
model cyber adversaries is one of the critical but unfulfilled
research need outlined in a 2011 report on cybersecurity by the
National Science and Technology Council [1]. More research
on “black hat hackers”, i.e., cybercriminals, would offer new
knowledge on securing cyberspace against those with
malicious intent, leading to the development of more effective
countermeasures against security threats [2].

In particular, analysis of hacker community contents may
reveal existing and emerging threats that pose great risk to
individuals, businesses, and government. Thus we are
motivated to develop automated methods for identifying,
collecting, and analyzing hacker community contents in search
of threats and vulnerabilities. Such a capability to extract
tangible and verifiable evidence of threats would be of great
asset to the security community.

II. LITERATURE REVIEW

We focus our literature review on previous hacker
community studies, as past work provides context and helps
guide the formulation of this research. In particular, we review
research concerning three key types of hacker communities:
(1) hacker forums, (2) hacker Internet-Relay-Chat (IRC), and
(3) carding shops. These community types contain their own
unique data that may aid in the identification of threats and
vulnerabilities.

Hacker Forums

Hackers make extensive use of online communities such as
forums to support cybercriminal activity. Primarily,
participants in such forums openly disseminate tacit
knowledge and share tools much like a legitimate electronic
network-of-practice. Hacking tools, malware samples, source
code, etc. are often freely distributed among forum
participants by simply attaching them to posted messages [3,
4]. Additionally, knowledge and methodology is disseminated
among hackers in the form of tutorials written as text files or
embedded in images, and even instructional videos [5]. Many
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of these tutorials directly enable readers to launch
cybercriminal attacks such as denial of service attacks, SQL
injections, cross-scripting attacks, and more.

In general, a wealth of cybercriminal knowledge is
distributed among hacker forum participants, with many
individuals advancing their capabilities to commit cybercrime
by utilizing such resources. It is very feasible for an individual
with little to no hacking skills to gain knowledge and
capability by simply visiting different hacker communities and
consuming their contents. Research identifies the existence of
such hacker communities to be common across various
geopolitical regions, including the US, China, Russia, the
Middle-East, and other regions where information
technologies are either ubiquitous or growing rapidly in use
[6][7]. This presents a growing problem of global significance.
Research in this area has potential for high-impact on society.

Unfortunately, hacker forum data is often difficult and
nontrivial to collect. Many hacker communities employ anti-
crawling features, such as bandwidth monitoring, paywalls,
restricted access based on forum tenure / reputation
requirements, invitation-based access, and CAPTCHA images
/ verification codes to mitigate automated bot activity [3, 8, 9].
Additionally, there is potential for such forums to carry
malware intended to infect visitors, as many cybercriminal-
related web pages may be scripted to attempt exploitation of
web browser vulnerabilities [10]. Such exploits could allow
remote attacks to arbitrarily execute code on vulnerable
machines, which is of concern to researchers and practitioners.
Unlike many normal web contents, a strategic and security-
minded approach must be considered when designing methods
to automatically collect data from hacker forums.

Hacker IRC

As indicated previously, hacker communities commonly
exist as Internet forums. However, they may also exist as
Internet-Relay-Chat (IRC) channels. Unlike forums which can
be accessed through a typical web browser, IRC exists on a
separate protocol and can support real-time, synchronous chat
among thousands of users simultaneously. Hackers commonly
use IRC for real-time communication, as forums are more
slow-paced. An IRC-specific client is needed to connect to
IRC servers that host multiple channels open for participants
to make use of. Each participant can choose to join one or
many channels. Additionally, IRC messages are broadcast to
all connected users. This differs from forums where
participants may only browse threads of interest.

The majority of current hacker community research
experiments with forum data rather than IRC channel data [7].
This may be perhaps due to easier accessibility of webpage-
based forums than IRC channels requiring connection through
a specific IRC client. Furthermore, forums act as natural
archives of data, where threads and posts are stored and can be
easily accessed years later. Conversely, IRC contents must be
collected in real-time and are not normally archived anywhere
for later retrieval. This difference in how data is stored by the

two platforms also leads into differences concerning ease of
identification; content shared on web forums can be indexed
by search engines, while IRC channel contents are excluded.
For this reason, researchers attempting to identify hacker
communities for study are more likely to come across hacker
forums than IRC channels.

Methods to identify and collect hacker IRC channels have
been developed in previous studies. The major identification
techniques used in hacker community research appear to
revolve around keyword searches and scrutinizing known
communities for hyperlinks and references to other potential
hacker communities [3, 11]. Some hacker IRC can be
identified as a result of this process. After identification, steps
can be taken to collect data. Specialized IRC listener programs
can be developed to utilize the IRC protocol and sit-in on
known hacker IRC channels [3, 7]. The listener programs can
passively log all data transmitted between channel
participants.

Carding Shops

Carding shops are another important part of the global
hacker and cybercriminal community. Carding shops help
facilitate cyber carding crimes as they provide a supply chain
for carders who wish to sell stolen cards. Unfortunately, there
is very little academic literature concerning carding shops
despite their importance.

Monitoring carding shops can allow card issuers and
others to mitigate associated risks or losses by taking
precautions at carly stages. By leveraging stolen cards’
metadata, we can infer useful information that allows us to
identify emerging targets or victims [12]. In this research, we
aim to identify emerging threats and targets and provide
actionable intelligence for cybersecurity decision makers. To
this end, carding shop data is of importance to our goals.

III. TECHNICAL APPROACH

Different methodologies must be employed for collecting
and analyzing hacker contents from forums, IRC, and carding
shops. Each platform has its own intricacies that require
different strategies for research. We provide details of our
work in regards to each type of hacker community.

Forums

We propose the development of an information retrieval
framework for identifying emerging threats from the forums.
The framework is based on the previous AZSecure framework
and includes a hacker forum analysis pipeline accounting for
collection and text analysis [12]. In particular, the framework
proposed here performs comprehensive keyword weighting
and search over our hacker forum corpus for identifying
potential threats. Identified threats are categorized within three
categories: (1) attack vectors and software vulnerabilities, (2)
financial fraud threats, and (3) other notable threats. Within
each threat category, postings are ranked based on the
frequency of weighted keywords. We show our framework in
Figure 1. Overall, the framework follows a traditional
information retrieval pipeline.
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Figure 1 - Proposed Analytical Framework for Hacker Forums

Messages identified by our framework are assumed to
contain evidence of potential threats. Generally, this includes
information concerning the attack/threat details, as well as the
potential victim targeted. Targets can be mentioned in the
form of an IP address/URL, a Twitter hashtag/reply, a
company, a product, a person, a street address, a serial
number, or a phone number. The attack details contain
information regarding the attack, including any specific details
about vulnerabilities or methodology used.

One major output of the AZSecure Key Carder Analytics
Framework is key hackers involved with the sale of malware
or those that are associated with financial fraud threats [12].
Financial fraud threats includes the sale of stolen financial
data, such as credit cards and bank accounts. The AZSecure
framework possesses capability to assess seller quality based
on feedback of other forum participants; sellers who are
trustworthy and practice fair business are generally spoken
well of, while scammers who rip off other participants are
denounced within the forums. We use this information to help
rank the framework’s output. The intuition is that the postings
of better quality sellers should rank higher because they are
more likely to exhibit a real threat. Overall, we have extracted
373 malware sellers and 2,574 stolen data sellers.

The information retrieval component of our framework
specifically focuses on identifying postings containing
potential threats from our forum collection, and ranks postings
based on relevance and urgency. For ranking, we developed a
custom relevancy metric to order postings by their relevancy
to a given input keyword. The relevancy metric is
operationalized as the product of the input terms frequency
within the post, the terms inverse document frequency, the
terms relevance towards real-world entities that may
experience threats (e.g., banking institutions, industry), the
seller’s weight, and the messages topical relevance.

Overall, the proposed information retrieval framework is
an automated, scalable approach that aids us in identifying
potential threats among hacker forums. Additionally, the
framework can be easily tuned to reflect changes in hacker
forums over time. Keywords can be added or removed, author
weighting can be recalculated, topic categories can change,
and so on.

IRC

IRC data is quite different from forum data and requires
its own set of methodologies to collect and analyze. We first
identify several hacker IRC channels through the use of
keyword searches and by scrutinizing collected forums for
information. After identification, we deployed automated IRC
chat logging bots to identified IRC servers. As IRC data must
be collected in real-time, multiple bots were issued from
different hosts to avoid gaps in data collection caused by
potential, bans, etc. We also practiced identity obfuscation by
routing Internet traffic generated by our collectors through the
Tor peer-to-peer anonymization network.

Similar to the AZSecure framework we utilize for our
forum analysis, we base our IRC analysis on a list of keywords
that may help identify potential threats. We first compute the
term frequency of each keyword appearing in the provided list
across our IRC collection. This provides us with a summary of
how much each keyword was used by hacker IRC participants,
thus helping identify most popular topics discussed. This type
of ranking is useful as it can provide a quick summary of
overall conversation occurring within hacker IRC
communities. Additionally, we also tried to calculate the
overall document frequency that each keyword appears in.
This would provide us with information on how many distinct
messages a keyword appears in, and not just overall
frequency. However, IRC messages in our dataset are typically
short-length and rarely contain the same keyword more than
once per message, thus resulting in term frequency and
document frequency possessing similar values.

Instead of document frequency, we found it to be more
helpful to compute the number of different IRC participants
that discuss each keyword. This provides us with some
information on how widespread a keyword was discussed
among all users. Additionally, this sort of ranking helps form a
distinction between words discussed very frequently among
only a limited number of users against words discussed more
commonly among the broader hacker community.

Lastly, as all IRC messages are publicly broadcast to
other participants, it is common etiquette for participants to
often directly address one another within their messages in
order to direct focus. We can use direct addressing to compute
the social network among participants for each community.
This is particularly helpful for identifying key actors of
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We demonstrate our proposed framework for collecting
and analyzing carding shop metadata in Figure 2. The
framework leverages data collection to gather carding shop
metadata, ETL (extract-transfer-load) preprocessing to process
the collected data into a uniform format, and reporting to
conduct analysis from four perspectives: risk measure,
location analysis, carder preference, and risk type.

We also identified and collected chat data from several
hacker IRC channels using automated collection programs
from October 1%, 2014 until January 2", 2015. Collection for
this analysis spanned hacker IRC channels from public IRC
networks as well as IRC networks serving as hidden services,
such as within the Tor anonymization network. During
collection we observed that channels varied in volume of
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for each type of information. For example, few carding shops
show detailed location information such as zip code; many of
them list only the country or state.

IV. RESEARCH TESTBED

Data was collect from various sources for this research. For
forums, we identified and collected recent contents (2014-
2015) from several major hacker forums. The forums spanned
both English and Russian communities. We utilized automated
crawlers for collection, and circumvented anti-crawling
measures through identity obfuscation techniques and
adjusting crawling rates to conceal collection activities. We
summarize the collection in Table I:

TABLE L FORUM TESTBED
Forum Language|Members|Threads| Posts [Time Start|Time Stop
AFit Russian 493 473 18,957 1/1/2014 |8/19/2014
Cruxxwiiike [ English 337 345 879 | 1/1/2014 |12/29/2014
CHdiediikim|  English 3,359 | 7,740 |2,111| 1/1/2014 | 1/2/2015
CH¥¥¥g Both 6,301 5,278 [23,523] 1/1/2014 |1/20/2015
CH¥iiekp Both 2,401 2,895 12,428 1/1/2014 |1/22/2015

For carding shops, we identified four major carding shops
using our AZSecure key carder identification framework. The
shops were collected using automated crawlers, similar to
hacker forums. The products sold on these shops consisted of
stolen credit card information, and “dumps,” which refer to the
information encoded within the magnetic strip encoded on the
back of a credit card. A summary of our collection can be seen
in Table I1I:

TABLE IIL CARDING SHOP TESTBED
Carding Products Date Collected Location
Shop Collected Listings Level
R#sttty Credit Cards, | /615 9,055 Zip
Dumps
Grawwnnny, | CreditCards, 000, 32,755 City
Dumps
CHiiiiie Credit Cards 1/6/2015 31,573 Country
Shkkkdddd*g Dumps 1/6/2015 189,132 Country

V. SAMPLE RESULTS

We conduct our analysis of emerging threats and
vulnerabilities within forums, IRC, and carding shops based on
the described technical approach. Here we present and discuss
some sample findings produced by our approach. We group
findings based on their data source




Forums

We applied our proposed information retrieval system
based on our AZSecure framework on collected hacker forums.
As a result, we found various forum messages that contain
information concerning real-world cyber threats. We provide
two identified forum-based threats to demonstrate our findings.
First, within the C****o forum, we see a participant posting a
step-by-step guide to help others circumvent the “SafePass”
security feature used on Bank of America accounts. The guide
was posted on November 4", 2014. The original forum posting
can be seen in Figure 3.

Figure 3 — C****p forum post containing guide to bypass Bank of
America “SafePass”

A second example involves the Russian 4*****¥¢ forum.
In this message, a Russian hacker posts an advertisement
inviting others to rent servers running various point-of-sales
software. Other hackers could rent servers to analyze available
point-of-sales software for vulnerabilities that may be
exploited to steal data from businesses. This example can be
viewed in Figure 4.
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Figure 4 — A Russian hacker of the 4 ******¢ forum offers servers to rent for
the purposes of analyzing and developing vulnerabilities for point-of-sales
software.

IRC

Analysis of IRC contents helped extract the most relevant
conversations between hackers that contained potential threats.
As IRC is plaintext in nature, participants often share
hyperlinks to external resources that provide more information
and context to supplement conversations within chat. These
external resources are often of great interest; we document two
examples here.
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Figure 5 - Recruitment video for #Optestet, an environmental campaign.
Viewable at https://www.youtube.com/watch?v=rO7uo6 Wy--0

We collect and analyze the #4******s [RC channel,
which claims affiliation with the Anonymous hacking group.
Anonymous is widely considered to be one of the most active
and popular hacking groups currently operating. Within their
IRC community, they routinely post recruitment messages and
videos for various hacktivist campaigns. Figure 5 contains an
example of a recruiting video for the #OpTestet campaign,
which is an environmentalist campaign targeting the French
Ministry of Defense over a construction project.
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#ANTISEC presents:
#ProjectAlG! 3GB dump

A Very Special #ANTISEC collaboration for our comrades at
Occupy Wall Street and Operation Empire State Rebellion for
#FuckFBIFriday: #ProjectAlG & #FuckTheFED Edition!

3GB of confidential emails and documents from the 2008 AIG
Meltdown, Federal Reserve of New York boardmembers, New
York Federal reserve chair Timothy Geithner (Kissinger
Associates, Bilderberg, Council on Foreign Relations), Goldman
Sachs, Maiden Lane Il and Maiden Lane Ill toxic assets
transactions and much much more documenting the $182 billion
dollar “bailout” of AlG - R biggest financial fraud in history!
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Figure 6 - #ProjectAIG, a hacktivist campaign targeting and releasing stolen
data from the AIG insurance group.


https://www.youtube.com/watch?v=rO7uo6Wy--0

Another threat identified by our research involves attacks
against financial and insurance firms. In particular, attacks
were intended to steal data that could then be made publicly
available with the goal of exposing corruption. In one case, an
incident referred to as #ProjectAIG resulted in 3GB of
confidential e-mails and documents to be stolen from the AIG
insurance group and leaked publicly (Figure 6).

Carding Shops

As mentioned previously, carding shops provide a
mechanism for hackers to sell stolen credit cards and other
financial data. Monitoring carding shops can allow card issuers
and others to mitigate associated risks or losses by taking
precautions at early stages. We identify tens of thousands of
credit cards for sale in just the four carding shops we monitor
(Table 1V). Carding shops outside of our current focus would
possess even more stolen data. Overall, analysis of carding
shop data can provide insights into market activities and
potential breaches. For example, if the carding shops
experience a sudden surge in cards for sale, it may correlate
with an ongoing data breach.

TABLE IV. Top 10 INSTITUTIONS WITH STOLEN CARDS
Rank | Financial Institution | Frequency (Cards for Sale)

1 MasterCard 36,704

2 JPMorgan Chase 27,406

3 Bank of America 21,394

4 American Express 16,845

5 Wells Fargo 16,509

6 U.S. Bank 8,491

7 Citibank 7,216

8 Citizens Bank 6,012

9 Banco do Brasil 3,711

10 Fifth Third Bank 3,636

Typically cards are listed for sale in bundles referred to as
“bases. ” Cards bundled together for sale within bases typically
have location information associated with them, designating
what zipcode or city they are associated with. Based on this
location data, we identify 6 cities to be the most active for
stolen card activity (Table V). Such information may be useful
to financial institutions for implementing policy or additional
security at locations where carding activity seems very active.

TABLE V. MOST ACTIVE CITIES FOR STOLEN CARD ACTIVITY
City # of Bases Involved

Austin, TX 14

Cincinnati, OH 14

Houston, TX 14

Newark, NJ 14

Phoenix, AZ 14

Rochester, NY 14

VI. CONCLUSION

Hacker forums, IRC channels, and carding shops all appear
to contain a variety of contents relevant to discovering current
and emerging cyber threats. From our work, we identify
several examples of evidence related to threats against
financial institutions and government. We will continue
analysis of hacker community and carding shop data, and will
look to expand the scope of our collection in the future.
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